International Journal of Information Processing, 10(2), 51-61, 2016

ISSN : 0973-8215

IK International Publishing House Pvt. Ltd., New Delhi, India

Secure Multi-Keyword Search and Multi-User Access
Control over an Encrypted Cloud Data

Raghavendra S, Doddabasappa P A?, Geeta C M?, Rajkumar BuyyaP, Venugopal K R®, S S

Iyengar®, L M Patnaik?

aDepartment of Computer Science and Engineering, University Visvesvaraya College of
Engineering, Bangalore University, Bangalore-560001, Contact: raghush86@gmail.com

PThe University of Melbourne, Australia

°Florida International University, USA

4INSA, National Institute of Advanced Studies, Indian Institute of Science Campus, Bangalore,

India

Cloud computing provides economical and effective solution for sharing data among cloud users with low
maintenance cost. The security of data and identity confidentiality while sharing data in multi-owner way

cannot be assured by the Cloud Service Providers (CSP’s).

The Cloud Service Providers are reliable but

curious to know the recurrent membership changes in the cloud. In this paper, we propose a secure multi-
owner data sharing for dynamic group in the cloud with RSA Chinese Remainder Theorem(RSA-CRT)
encryption technique and substring index generation method. RSA-CRT efficiently manages revocation
list, key management, with reduced storage and computational overhead. The substring Index generation
algorithm reduces the storage space and Search algorithm is reduces the time to search files from the cloud

compared to wild card fuzzy alogorithm [1].

1. INTRODUCTION

Cloud computing is the service which is pro-
vided over the Internet. It is used to share
resource at low maintenance cost, as service
is completely managed by the cloud service
vendor. The service is provided on demand
and charged as much as the user uses the
service. This service is fully managed by
the cloud service provider and thus reduce
the maintenance complexity, data loss prob-
lem as well as reduces capital investment for
purchasing hardware and software. This uses
a large group of servers which is running at
low cost PC technology and provides special-
ized data processing. Cloud computing is a
customer-oriented application in financial port-
folios which delivers personalized information
to provide data storage and sharing among the
members of an organization. It provides a scal-
able and reliable database which is maintained
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by the provider. They provide various services
such as Communication-as-a-Service (CaaS),
Infrastructure-as-a-Service S(IaaS), Platform-
as-a-Sevice (PaaS), Monitoring-as-a-Service
(MaaS) and Software-as-a-Service (SaaS).

In cloud computing, security is provided to the
data in cloud by encrypting and uploading file.
The data owner gives access to the users by
disseminating the decryption key to the autho-
rized users to decrypt the files [2,3]. The early
encryption methods includes dynamic broad-
cast encryption [4] in which the users can be
added dynamically and the communicator or
broadcaster broadcast the decryption key to
the authorized users who in turn can access
the files. In this technique, storage overhead
increases with the increase in the number of
users as well as revoked users.

Due to this drawback many encryption tech-
niques were developed [5-7]. Riedel et al., pro-
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There is no need to re-generate the key when
the users join or leave thus providing easy and
flexible way of access control without much key
management, and in addition to maintain for-
ward and backward secrecy.

7. CONCLUSIONS

In this paper, the concept of Master key gener-
ation is used to encrypt and store the contents
in the cloud. An efficient index building algo-
rithm is designed for fast and cost efficient file
retrieval from the cloud. The Master key gen-
eration algorithm where only the master-key
is updated with every revocation or member-
ship change, keeping the existing group mem-
bers private and public keys unaltered. This
approach reduces the storage space of the in-
dex file and key size. Further this protocol can
be enhanced to other form of text and multime-
dia files. The faster index building algorithm
can be explored to retreival files efficiently.
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