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Conventional block-based multicast authentication schemes overlook the heterogeneity of receivers by letting
the sender choose the block size, divide a multicast stream into blocks, associate each block with a signature
and spread the effect of the signature across all the packets in the block through hash graphs or coding
algorithms. The correlation among packets makes them vulnerable to packet loss, which is inherent in the
Internet and wireless networks. Moreover, the lack of Denial of Service (DoS) resilience renders most of
them vulnerable to packet injection in hostile environments. In this paper, we propose a novel multicast
authentication protocol, namely MABS, including two schemes. The basic scheme (MABS-B) eliminates
the correlation among packets and thus provides the perfect resilience to packet loss and it is also efficient
in terms of latency, computation and communication overhead due to an efficient cryptographic primitive
called batch signature, which supports the authentication of any number of packets simultaneously. so we
discuss their comparisons and performance evaluation of Packet Loss, Comparisons over Lossy Channels,
Comparisons of Signature Schemes, computationational overheads etc..
Keywords : Denial of Service (DoS), MABS, MABS-BSignature Schemes.

should be provided. Recently, batch signature
schemes can be used to improve the performance of broadcast authentication [2], [3].

1. INTRODUCTION
Generally, there are following issues in real
world challenging the design. Efficiency: While
the sender of multimedia content is usually a
powerful server, receivers can have different capabilities and resources. Resilience to packet
loss: Packet may be lost during wireless transmission. In the Internet, congestion at routers
is a major reason causing packet loss [1].

In this paper, we present comprehensive study
on this approach and propose a novel multicast authentication protocol called MABS.
MABS uses an efficient asymmetric cryptographic primitive called batch signature [3],
[4], [5], which supports the authentication of
any number of packets simultaneously with one
signature verification, to address the efficiency
and packet loss problems. MABS provides data
integrity, data origin authentication and nonrepudiation. In addition, we make the follow-

Resilience to denial of service (DoS) attacks:
Forged packets injected into a multicast stream
increase the workload of receivers and cause
the drop of authentic packets, leading to DoS.
A certain level of resilience to DoS attacks
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Figure 4. Computational Overhead of Different Batch Schemes

Figure 5. Comparisons Over Lossy Channels:
hash algorithm MD5 [4] and SHA-1 [5] and the
Signature length of three signature algorithms
in MABS network generates a 320-bit signature. It is clear that by using BLS or DSA,
MABS can achieve more bandwidth efficiency
than using RSA and could be even more efficient than conventional schemes using a large
number of hashes.
Table 2
Given the Same Security Level as 1,024-bit
RSA, BLS Generates a 171- Bit Signature and
DSA
Schemes

Length(bits)

→ MD-5
→ SHA-1
→ RSA
→BLS
→DSA

125
160
1024
171
320

3. CONCLUSIONS
To reduce the signature verification overheads
in the secure multimedia multicasting, block-

based authentication schemes have been proposed. Unfortunately, most previous schemes
have many problems such as vulnerability to
packet loss and lack of resilience to denial
of service (DoS) attack. To overcome these
problems, we develop a novel authentication
scheme MABS. We have demonstrated that
MABS is perfectly resilient to packet loss due
to the elimination of the correlation among
packets and can effectively deal with DoS attack. Moreover, we also show that the use
of batch signature can achieve the efficiency
less than or comparable with the conventional
schemes. Finally, we further develop two new
batch signature schemes based on BLS and
DSA, which are more efficient than the batch
RSA signature scheme.
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