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Trust in wireless sensor networks are an essential feature to detect various kind of attacks such as blackhole,
sinkhole and greyhole attack. To develop an efficient trust management system, it is required to identify
various parameters which need to be observed to detect different type of attacks. This paper proposes and
identifies various parameters which in general influences on trust management in wireless sensor network.
Based on identified parameters we also identify various trust factors to be considered in any wireless sensor
network for secure communication. As a case study we have taken Low Energy Adaptive Cluster Head
protocol to analyze the effect of proposed set of parameters. Experiments are conducted using Network

Simulator NS2.
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1. INTRODUCTION

The Wireless Sensor Networks (WSN) are more
prone to various kind of attacks as the nodes
are deployed in an open environment. The tra-
ditional cryptographic techniques are not suffi-
cient to detect various kind of attacks. The
trust based approaches are proven good re-
sults in the areas of social networks, peer-to-
peer networks and mobile ad-hoc networks.
The resource constraint wireless sensor net-
work, needs sophisticated methods to manage
resources and provide efficient mechanism for
detection of various kinds of attack.

Most of the researchers provided mechanism
for identifying or detecting single type of attack
in wireless sensor network. Our approach is to
identify various parameters, where monitoring
on values of these parameters, the attacks on
various fields can be detected and further cor-
rective measures can be taken based on trust
factors in trust management system.

In wireless sensor network, the routing is the
major area where most of the interactions hap-
pens for finding routes and sending sensed data

to sink node or base station. Hence, it is es-
sential to have trust management at routing
layer to identify various kind of attacks. Even
though the attacks such as jamming attack are
possible at other layers, the solutions for such
kind of attack does not comes under trust man-
agement. As a result, our focus is on rout-
ing layer for identifying various parameters and
trust factors for secure communication in wire-
less sensor network.

Section 2 provides related work, Section 3 ex-
plains trust in wireless network and Section 4
explains our proposed work for identifying pa-
rameters which influences trust values in wire-
less sensor networks. Section 5 explains our
proposed work for identifying trust factors for
trust management to provide secure communi-
cation. Section 6 provides the results of simu-
lation and discussions. Paper is concluded in
Section 7 followed by reference.

2. RELATED WORK

Wireless sensor networks are more vulnerable
to attacks as the nodes are deployed in an open
environment. The researchers proposed sev-



10

Table 3

Parameters Values for
Cluster Head

Simulation in Each
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fluences on trust in wireless sensor network. As
a case study, LEACH protocol is considered for
analysing the effect of parameters on wireless
sensor networks. The trust value calculation on
observing these parameters further improves
the identification of various kind of attacks. We
have also identified trust factors for trust man-
agement system to provide secure communica-
tion in wireless sensor networks. As a future
work trust model can be built to observe the
proposed parameters and evaluate trust factors
to ensure the detection of various attacks. This
is an ongoing work related to trust based secure
communication in wireless sensor networks.

Para- CH1 | CH2 | CH3 | CH4 | CH5
meter
Pyata(t) | O 31.6 25.00 | 25.00 | 25.00
Prypa(t) | O 358 319 350 318
Table 4
Parameters Values with Simulation Time
Para- Time:| Time:| Time:| Time:| Time:
meter 100 200 300 400 500
Py, (t) | 46 28 40 12 14
P(t) | 46 28 40 12 14
Pav(t) 99 99 99 62 52

Table 3 and 4 show the observation of param-
eters in LEACH protocol, where the cluster
head 1 is malicious node, which collects all
data and drops the packets. By observing on
Prpa(t), we can see that the number of packets
forwarded by the cluster head 1 is zero. For
data stealthiness, cluster head 2 is assumed
to be having more nodes in it which acts as
stealthy attack. As a result the aggregation
value at cluster head varies depending on the
stealthiness of node. Py,(t) and P.+(t) shows
that as the simulation time increases the num-
ber of broadcast packet decreases as the num-
ber of nodes available in the network goes down
based on energy dissipation.

The experiment results concludes that build-
ing trust management by considering the pro-
posed parameters may further help to identify
various attacks on WSN. The parameters just
provides values for various interaction. Further
evaluation of these parameter values must lead
in obtaining values for trust factors.

6. CONCLUSIONS

The trust in wireless sensor network depends
on the observed behaviour of a node by its
neighbour node. To ensure trustworthy net-
work, it is not sufficient to observe one or two
parameters like communication, or data. We
have identified total six parameters which in-
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